Information Security

Keeping Your Private Data Private
You trust us with your data and the security of your information is a responsibility we take seriously. That is
why we continually update our security and cybersecurity protections for our clients’ financial and personal
information and only partner with companies that also make your security a top priority.
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INFORMATION SECURITY

HOW WE PROTECT

YOUR INFORMATION
We use Smarsh Email Encryption for business emails between our office and clients
in order to protect account numbers, social security numbers, and other pertinent
information.
Our Smarsh Email Encryption also authenticates and restricts access from anyone
who cannot be verified for transmission and reception.
Multi-authentication for cell phones, software applications/programs, computer
access, and account passwords.
Our premises are secure and we are subject to strict regulatory policy regarding the
locking and securing of client information.
We maintain specific cybersecurity insurance for unanticipated breaches.
We subscribe to Entreda, a risk mitigation software that is downloaded on all of
our devices.
Regular password changes for all accounts and computer logins to protect against
intrusion with updated, unique passwords.
Stringent password authentication through programs using letters, numbers, and
symbols for all accounts.
We do not provide distribution or transfer of funds of any kind through email or
voice mail requests. We require direct verbal confirmation from our client.
We wire funds directly to our clients for safety, speed and ease.
We utilize shredding bins for all paper disposal. These bins are locked and securely
destroyed by a licensed and bonded shredding company.
We subscribe to our Broker Dealers CyberGuard program. CyberGuard provides
ongoing client security through a comprehensive platform.

HOW YOU CAN HELP

PROTECT YOUR INFORMATION
Use different and complex passwords for each of your accounts and change them
every 90 days.
Use sophisticated password management software to keep track of your passwords on your
cellphone and computer.
Don’t discard any documents containing account numbers, social security numbers, or
passwords in the regular trash, these items should always be shredded.
Don’t give any personal information to anyone over the phone. For example, Apple will
never call or send an email asking for information about changing your passwords or account
numbers. Don’t presume that messages like this are legitimate just because the email seems
official or contains the company’s logo. If in doubt, always call the company using a verified,
official number rather than trusting the number included in the questionable email or voicemail.
Don’t trust any message that says, “A family member is in trouble and needs you to wire
funds…” as this is a classic scam.
Don’t trust any email that says you’ve inherited funds or won the lottery and asks you to
send account numbers or wire personal information to allow the funds to be deposited into
your account.
Don’t send anyone money. Even if you feel it is a real request, don’t do anything until you have
talked to the person requesting the funds or a family member to verify the situation. Many
scams ask you not to contact anyone in the family, so watch out for this red flag.
Make sure someone you trust has
access to your accounts and passwords
as part of your estate planning. Your
passwords should be kept secure but
should also be accessible to close family
members in case of an emergency.
Don’t leave a book of passwords
unsecured - for instance, in an unlocked
drawer. Protect items containing your
sensitive information the same way you
would protect any other valuable item.

SECURE PAYMENT

OUR OFFICE OF SUPERVISORY JURISDICTION
The firm we are associated with that supervises our interactions with clients and acts as a liaison
between our broker dealer and industry regulators.

OUR BROKER DEALER
Royal Alliance is an independent Broker Dealer and Registered Investment Advisor that provides
us with back office, technology, regulatory and operational support. Thanks to our association with
the firm, we can offer you access to thousands of diverse financial strategies. This allows us to offer
objectivity, independent investment advice, with no obligation to promote any particular investment.
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Tampa, FL 33607
800-233-7542 | ask@sfsfirm.com

royalalliance.com

© Royal Alliance Associates, Inc.

Securities and investment advisory services offered through Royal Alliance Associates, Inc. (RAA), member FINRA/SIPC. RAA is separately owned and other
entities and/or marketing names, products or services referenced here are independent of RAA. 1511 N Westshore Boulevard, Suite 1100, Tampa, FL 33607.
Tel 813-287-8800. Jan-2020 18093248
This message and any attachments hereto contain information that is confidential and intended for use only by the addressee. If you are not the intended
recipient, or the employee or agent of the intended recipient responsible for delivering the message, you are notified that any review, copying, distribution or use of
this transmission is strictly prohibited. If you have received this transmission in error, please (i) notify the sender immediately by email or by telephone and (ii)
destroy all copies of this message. If you do not wish to receive marketing emails from this sender, please reply to this email.

